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What is DNS?

• DNS is the Domain Name System
• https://www.cloudflare.com/en-ca/learning/dns/what-is-dns/
• "the phonebook of the Internet"
• Translates names to IP addresses
• For example, 

mugoo.ca = 69.159.224.112



What about “Smart DNS”?

• More properly known as DNS proxy
• Puts no “extra load” on your connection – so full speed
• Can fool some geo-blocked sites
• It does not provide any encryption of your traffic
• Think about why you are using it
• For extra confusion, these guys offer smart DNS AND VPN 

https://www.smartdnsproxy.com/



What is VPN?

• VPN is Virtual Private Networking
• https://en.wikipedia.org/wiki/Virtual_private_network
• Creates an encrypted tunnel between you and the VPN endpoint



How much?

• Using DNS is “free” – your ISP has DNS servers
• As discussed last month, you can use CIRAs DNS servers

• Free
• Not monetized
• All Canadian

• Using a VPN service will cost money
• If it is free, it is not free, and probably not secure
• More expensive is not necessarily better
• Think about why you are using it



VPN Flavours

• There are several VPN protocols, here is a list of 5: 
https://www.netmotionsoftware.com/blog/connectivity/vpn-
protocols

• I use, and recommend, OpenVPN – but not all vendors offer it
• Client is available for most devices
• VPN vendors often have their own proprietary clients

• Sometimes offer advanced features
• May invisbly use less secure protocols



The end
Will be posted on the MUGOO message board


