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Background: What is DNS?

• DNS is the Domain Name System
• https://www.cloudflare.com/en-ca/learning/dns/what-is-dns/
• "the phonebook of the Internet"
• Translates names to IP addresses
• For example, mugoo.ca = 69.159.224.112



How do you “reserve” or get a domain name

• Go to a domain registrar like
• EasyDNS.com
• Hover.com

• pay an annual fee
• for a .ca domain you MUST have a Canadian presence



Who sets the rules for domains?

• In Canada,for .ca domains, it is CIRA  
the Canadian Internet Registration Authority 
• https://en.wikipedia.org/wiki/Canadian_Internet_Registration_Authority

• CIRA manages the .ca country code top-level domain (ccTLD) for 
Canada. CIRA sets the policies and agendas that support Canada's 
Internet community and Canada's involvement in international 
Internet governance. 

• As of May 2020, there were more than 2.9 million active .ca 
domains.

• Incorporated in 1998
• Government of Canada officially recognized CIRA as the authority 

to manage the .ca domain for Canada in March 1999. 



Why worry about DNS?

• Can be used to "track" you 
• It can see where you go, but not what you do 
• It does not provide any assurance about the sites you visit
• DNS servers have been hijacked



Whose DNS server(s) are you using?

• Most likely your ISP
• Another "free" DNS service:

• OpenDNS
• Cloudflare
• Google Public DNS
• Comodo Secure DNS
• Quad9
• Verisign DNS



Or a free, secure, all-Canadian DNS service

• CIRA Canadian Shield:
• Free enterprise-grade protection for all Canadians

• https://www.cira.ca/cybersecurity-services/canadian-shield
• More than just DNS
• Go to site for info/demo



The end
Will be posted on the MUGOO message board


